Stephen M. Wontrobski
27132 Sombras
Mission Vigjo, CA 92692

October 24, 2013

Members of the Board of Directors
Orange County Fire Authority

I Fire Authority Road

Irvine, CA 92602

Ref:  Orange County Fire Authority (OCFA)
LSL Procurement Department Audit
a) Confirmation of Procurement Department [rregularities
b) Unanswered Questions Regarding Possible Bid Rigging

Dear Board Members:

In order to keep you informed on allegations of OCFA Procurement Department irregularities, |
am enclosing the attached letter sent to the Orange County Board of Supervisors and the State
EMSA Director regarding the LSL Audit of the OCFA Procurement Department. The letter
addresses among other matters the following subjects:

a) Confirmation of Procurement Department Irregularities
b) Unanswered Questions Regarding Possible Bid Rigging

This audit is further evidence showing that the real “scandal” at the OCFA now appears to center
around the Board of Directors itself with its inaction, possible desire to cover-up allegations of
OCFA staff wrongdoing, and a documented history of “rubber stamping” purchasing
commitments.

It is strongly recommended that an expanded OCFA Procurement Department and a separate
financial controls audit be undertaken. This is in light of the LSL confirmation of the
Procurement Department irregularities, which I was able to detect in a simple four to five hour
review of OCFA public records.

The major question you should now ask yourselves is,

“If a member of the public is capable of uncovering so many Procurement Department
irregularities in a four to five hour timeframe, how many other irregularities exist out

there?”

It should now become very obvious to you based on this audit and the swirling allegations of RFP
bid rigging, why ambulance companies mistrust the OCFA handling of the RFP for Ambulance

Transport.
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Stephen M. Wontrobski E:ocfabodsacramentolsistudy 10-24-13
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Stephen M. Wontrobski
27132 Sombras
Mission Vigjo, CA 92692

October 24, 2013

Orange County Board of Supervisors
333 W, Santa Ana Blvd.
Santa Ana. CA 92701

Dr. Howard Backer

State of California EMSA Director
10901 Gold Center Dr. Suite 400
Rancho Cordova, CA 93670

Ref:  Orange County Fire Authority (OCFA)
LSL Procurement Department Audit
a) Confirmation of Procurement Department [rreguiarities
by Unanswered Questions Regarding Bid Rigging

Dear Board Members and Dr. Backer:

In order to keep you informed on allegations of OCFA Procurement Department irregularities, 1
am enclosing the Lance, Soll, Lunghard (LSL) audit report of the OCFA Purchasing/Procurement
System. LSL is the OCFA’s outside independent CPA.

1 had been demanding for many months that the OCFA conduct an independent audit of its
Procurement Department in light of all the apparent irregularities I had uncovered in my own
internal review of OCFA contact and purchase order commitments. Samples of some of my
irregularities findings were transmitted to you under separate cover. The independent CPA audit
findings are disturbing. The audit confirms that my allegations of potential OCFA procurement
irregularities, actually did occur and are real.

Background

While attending OCFA Board of Director (BoD), Executive Committee (EC), and Budget &
Finance Committee (B&F) meetings, I began to notice that backup justification material for many
award recommendations was incomplete. This did not permit a director to obtain an informed
understanding regarding the basis for the recommendation. In still other cases, I viewed the
award justifications as being simply circumspect. On these proposed questionable awards, 1
requested that the BoD/EC obtain additional information from the OCFA before approving the
award recommendations. The BoD/EC consistently rejected the need for additional information.

I came to the conclusion that in my opinion the OCFA Budget & Finance Committee. Executive
Committee, and Board of Directors were merely rubber stamp approval groups of the OCFA. |
also came to the opinion that many of the Director members were not truly informed and not
independent of the OCFA. However, these same Directors were consistently “rubber stamping”
the purchase and contract commitments. My previous sample letters to you on this subject
substantiate the basis for my opinion on this matter.



No one at the OCFA. the BoD, EC or B&F acted to investigate my findings of apparent
improprieties. Hence, [ decided to investigate through a public records request the following four
most suspicious commitments:

Bright Way Building Maintenance
Harbor Pointe A/C and Controls
Blanket Orders

KME

i Lk PNd e

Bricht Way Building Maintenance

This is a janitorial contract. [ pointed out two apparent irregularities:

1. The contract was extended without EC approval.
2. The justification provided to the EC for the commitment was that janitorial services were

“complex in nature”.

LSL agreed with my first finding that the contract was extended without EC approval. It did not
address my other concern that the technical review found janitorial services as “complex in
nature”. This technical justification is not believable. However no one of the reviewing groups at
the OCFA, BoD, B&F, EC or LSL for that matter took exception with this finding.

Why LSL did not address this technical evaluation is troublesome. There is no mention of it in
their report. And LSL did not even recommend that the basis for this technical justification be
reviewed. Perhaps it was not in their scope of work or they considered themselves not
professionally qualified to render such an opinion. However, the technical evaluation did alert
me to be very suspect of future award technical evaluations, which 1 would later study. What
actually turned up was that the technical evaluations on the two other orders I studied (Harbor

Pointe and KME) were also apparently irregular.

Harbor Pointe A/C and Controls

The Harbor Pointe order is very disturbing. It shows what appears to be deliberate wrongdoing
and actions to circumvent financial controls. The practices continued for years. This was a

blanket order.
Here is how the irregularity worked.

1. The OCFA would issue a blanket order for $50,000. This did not require EC approval.

2. Roughly about three months or so later, the OCFA would issue a change order for
$25.000. This also did not require EC approval.

3. Then about three months or so later, the OCFA would issue another change order for
$25,000. Again, no EC approval was needed, since the total contract commitment was
not over $100,000.

4, Then about three months or so later, the OCFA knowingly issued another contract to
Harbor Pointe for $50,000. 1t simply added a dash one (-1) to the existing contract
number and the books showed that the prior existing contract $100,000 limit was not
exceeded. And there was a new contract number for $50,000 to the same company, for
the same work, that was made to [ook Iike it did not need EC approval.

5. Next, about three months or so later the OCFA issued a change order for $25,000 to the

new (-1) contract without EC approval.



6. Still about three months or so later another change order for $25,000 was issued without
EC approval.
7. And so the system knowingly continued in this fashion.

I pointed out to the EC and LSL that using this Procurement Department irregularity,
approximately $1,150,000 was committed to Harbor Pointe without required EC approval.

The shocking thing about this matter was that no one on the EC actually expressed any concern
for unauthorized expenditures or need for improvement to the OCFA. This is despite the fact that
approximately $1,150,000 was inappropriately committed without EC approval. 1 was in those
meetings. This was further evidence to me that the EC was not an independent group looking out
for the interests of the taxpaver.

The next issue on Harbor Pointe concerned the technical evaluation for the award to Harbor
Pointe for the fire station HVAC work. I questioned the validity of the technical evaluation and
had two other private industry construction managers review the technical evaluation. They also
agreed the technical evaluation was flawed. [ asked LSL to review this technical evaluation, but
they again apparently declined to do so. However, what needs to be remembered is this second
technical evaluation that I reviewed also appears to be irregular. This is now two for two on
questionable technical evaluations on a random pull of three suspicious commitments.

[ then stated the technical recommendation for the higher High Pointe contract rate was
inappropriate and needed to be investigated. This has now actually become a moot point, since
LSL has stated that due to procurement irregularities the entire award needs to be rebid. This
rebid will hopefully show other HVAC contractors, ambulance transport companies, the Board of
Supervisor and the public, that someone is looking to clean up procurement irregularities at the
OCFA. Remember at this point no Board Director had expressed any concern or need to
investigate these matters I had uncovered and reported to them in writing.

This award to KME for fire engines was the highest award amount of the three awards |
reviewed. It was for $10,000,000. 1t is by far the most troublesome of the three awards 1
reviewed. However, there is no mention of my findings or any other matter associated with this
award in the LSL audit. Was LSL directed not to review this troublesome order?

The irregularities on this award center on the following items:

1. The RFP was bid on a one year basis but subsequently turned into a five vear contract.

All the bidders were not given an opportunity to quote on a five year contract that was

awarded to KME. This is an extremely irregular competitive bid practice. No one on the

EC even cared about my objection to this practice.

It appeared the technical specifications were written to favor the existing vendor, KME,

It appeared the technical evaluations were skewed to favor KME. This was the third

technical evaluation | reviewed, and this one also appeared irregular. We are now three

for three on suspicious technical evaluations that appear to be irregular. Is it any wonder

why ambulance companies would not want the OCFA to handle the ambulance transport

RFP technical evaluations?

4. Another bidder, EVG, pointed out that if its bid was compared on an apple to apple basis
to the KME bid, EVG was actually the low bidder.

5. EVG also objected to what appeared to it also to be an improper technical evaluation.

hadl b



6. Finally, EVG’'s award protest letter was not given to the EC as part of the award
recommendation package. This is also highly irregular, since the EC was denied material
award protest information. Those OCFA individuals responsible for this action should be
disciplined and removed from procurement activities.

LSL declined to look at this award. Why this was the case? And no one on the B&F even:
a) Raised this point;
b) Expressed concern regarding a $10,000,000 award protest letter; and
¢) Questioned the failure of the OCFA to provide award protest information to the EC.

This award is very suspect and should be investigated by the Orange County Grand Jury.

Budget & Finance Committee Meeting —October 9, 2013

[ was present at this meeting. Various Director public statements were made that are very
informative.

1. Two of the directors blamed the audit’s criticism of OCFA operations on the lack of
computer software. This conclusion borders on the unbelievable. Intentional acts to
deceive and circumvent financial controls cannot be ascribed to a Jack of computer
software.

The OCFA blamed the poor operations findings on the lack of proper training. This now

appears to be the standard OCF A response to Procurement Department irregularities.

Recall the Ambulance Transport RFP irregularities. The OCFA stated in response to the

Orange County Board of Supervisors on this matter that additional training was also the

cure for this problem. This appears to be the new OCFA Procurement Department

excuse mantra.

One of the OCFA directors tried to put on a good face to the public by stating that the

director was instrumental in having the LSL audit undertaken. In fact, this same director

was continually instrumental in blocking the audit assignment that [ was calling for over

a period of months.

4. None of the directors even questioned the need to investigate all of the apparent

Procurement Department irregularities on this order, which 1 and another bidder brought

to their attention in letters and meeting public comments.

One of the directors, [ believe a CPA himself, appeared to suspect something. He now

knew that a member of the public uncovered many procurement irregularities in the space

of four to five hours of a public records review of suspicious Purchasing Department
commitments. He probably thought, if so many irregularities were uncovered, and now
confirmed, In such a short time frame, how many more would be uncovered under an
expanded review?

6. The director was then concerned that the CPA could not issue a statement regarding the
OCFA financiaf controfs. The CPA explained that by accounting rules its firm could not
do so. 1told the directors that another CPA firm needs to be brought in to look at the
financial controls over the OCFA and express an opinion on its review. None of the
directors appeared 1o feel that this was even necessary. The impression | came up with
was that the Directors deemed such a financial controls audit would only expose even
more OCFA irregularities.

[
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So, the following questions concerning apparent Purchasing Department irregularities remain
unaddressed in my mind after the LSL audit



a) Why wasn’t the KME award reviewed?

b) Why weren’t the technical reviews studied?

¢y Why wasn’t the audit review of the Purchasing Department expanded due to
knowledge that a member of the public uncovered so many irregularities in
such a short space of time?

What is particularly troublesome is that a truly comprehensive audit was not ordered. Froma
read of the LSL audit report, the Procurement Department audit centered basically only on
concerns detailed in my letters. And I only did a very cursory procurement review. [t needs to be
remembered what LSL wrote in the second to last paragraph of its report regarding its limited
scope of work as directed by the OCFA:

“Had we performed additional procedures, other matters might have come to our
attention that would have been reported to you.”

This is an obtuse way of saying that the reason LSL did not look at the KME award, technical
evaluations and other matters | brought to their attention in letters to them is that the OCFA

directed LSL not to look into those matiers.

The real problem at the OCFA seems to be the Board of the Directors. In the corporate world, the
Directors would have ordered that an expanded audit be undertaken. That is just accounting “best
practices”. The OCFA Board of Directors needed to take expanded action. Since they did not
and continually refuse to do so, the Orange County Grand Jury needs to get involved in this

matter.
If there are more Procurement Department irregularities to root out, let’s root them out now so we
can restore public and bidder confidence in the OCFA RFP process. Right now it would be

irresponsible in light of all the audit findings to even consider having the OCFA continue to
condugt the RFP for ambulance transport.

Your assistance and consideration of these matters is appreciated by the residents and businesses
of Orange County.

Sincerely,

R . akt)

Stephen M. Wontrobski e'sacramentisiaudit10-24+13



DISCUSSION CALENDAR - AGENDA ITEM NO. 4
BUDGET AND FINANCE COMMITTEE MEETING

October 9, 2013
TO: Budget and Finance Commuttee, Orange County Fire Authonty
FROM: Lor Zetler, Assistant Chief

Bustness Services Department

SUBJECT:  Internal Control Review on Purchasing/Procurement

Summary:
This agenda item is submitted to present the independent accountants” Agreed-Upon Procedures

report of OCFA’s internal control review on Purchasing/Procurement.

Recommended Action:

Review the proposed agenda item and direct staff to place the item on the agenda for the
Executive Commuittee meeting of October 24, 2013, with the Budget and Finance Committee’s
recommendation that the Executive Committee direct staff to implement the Auditor’s
recommendations as stated under OCFA management responses in the report.

Background:
At the March 14, 2012, Budget and Finance Committee meeting, the Committee approved the

selection of Lance, Soll & Lunghard, LLP (LSL) as the auditing firm to complete a
comprehensive review of OCFA’s financial internal controls over the next three years. At the
February 13, 2013, and March 13, 2013, Budget and Finance Commitiee meetings, the
Commuittee approved the scope of work for the first year of the comprehensive internal control
review. The scope included the following areas:

1. Revenue Recognition - Fire Prevention Fees

2. Procurement/Disbursements Practices Relating to Cal Cards (credit cards), Travel-
Related Activities, and Fuel Usage

3. Purchasing/Procurement Review

Review of Internal Conirols on Purchasing/Procurement:

LSL has completed their test work and compiled a report of the observations noted during their
review. Included in the report are recommendations by the auditors to improve the process based
on their observations. LSL submitted the report to OCFA management for inclusion of the
appropriate responses to the recommendations. A copy of the report, along with OCFA’s
management responses, 1s included as an attachment fo this staff report.  All corrective actions
stated in the Management’s Responses of the Independent Auditors’ Report of Internal Controls
over Purchasing/Procurement are in the process of being implemented by staff.

Historically, internal control review reports are presented to the Budget and Finance committee
(that also serves as the OCFA audit committee) for discussion and approval. Due to the recent
concerns raised by members of the public and the media regarding public sector procurement
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Discussion Calendar - Agenda ltem No. 4
Budget and Finance Committee Meeting
Ociober 9, 2013 Page 2

practices, staff felt it was important to also present this report 1o the Executive Committee which
1s responsible for approving all purchases and contracts (except public works) that exceed
specific dollar thresholds as defined in the OCFA Roles/Responsibilities/Authorities matrix.

Impact to Cities/County:
Not applicable

Fiscal lmpact:
None

Independent Auditor (Lance. Soll & Lunghard. LLP) Contact for Further Information:
Bryan Gruber, CPA

bryan gruber@lslcpas.com
(714) 672-0022

Staff Contact for Further Information:
Jim Ruane, Finance Manager/Auditor
Finance Division

(714) 573-6304

Attachment,
Agreed-Upon Procedures Review on Purchasing/Procurement with OCFA responses



Lance Soll & Lunghard, LLP

Los Ane Counly

vwww I SLCPAs com

Attachment

ORANGE COUNTY FIRE AUTHORITY
Independent Accountant’s Report on Applying
Agreed-Upon Procedures on
Purchasing/Procurement

September 17, 2013
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INDEPENDENT ACCOUNTANTS’ REPORT
ON APPLYING AGREED-UPON PROCEDURES

Jim Ruane, Finance Manager { Augitor
Orange County Fire Authority
e, Californ

3

We have performed the procedures enumerated in the sections below, which were agreed 1o by the
Orange Counly Firs Authonty (the Authority), solely o assist you with respect 1o the
Purchasing/Procurement process. The agreed-upon period, in which was examined, was from
January 1, 2012 to December 31, 2012 mwsmmmmsm&fsfmmmm
procedurss relaled to Purchasing/Procurement.  This egreed-upon procedures engagement was
corducted in accordance with altestation standards established by the American Institlute of Certified
Public Accountants. The sufficiency of the procedures i solely the responsibility of the Authority.
Consequerntly, we make no represeniations regarding the sufficiency of the procedures described below
either for the purposa for which this report has been requested or for any other purpose.

iisting end Authorizin

1. We oblained copies of policies and procedures and conducted interviews of personnel
responsible for initiating end suthorizing purchases/procurement to gain an understanding of
responsibilities and processes surounding the acoess o initiate purchases and the internal
controls involved in the process.

Observation 1: During our observations we noled that page 101 of the fiscal year 12/13
Budget Book distinguishes approval levels for both service contradis and
consultants, but does not indicate how to delermine which contracts will
be considered consuliants, and which will be considered service
contracts. Service contracis require board approva! if the contract is at
least $100,000, while consullant contracts require Board approval if the
contract is at least $25,000.

Evaluation: Depending on the type of services performed, some contratts can be
diassified as either service contracts or consultant contracts, ard at times
the classification can be subjective, ardd it is possible 1o have consultant
services be defined as & service conlract to avoid Board approval.

Rscommendation: We recommend that the definition of a service contract or & consultarst
contract be more detailed as to allow certain types of services to be move
defined of to change the approval levels so that service conbacts and
consultant contracts require the same approval limits so the handiing of
the contracts woukd be consistent.

Lancs, Sobi & Lenghard, LLP 203 North Brea Bouleverd « Sulle 207 » Brea, 0K 92527 - TEL 7146720007 - Faz 714672037 wew kpas com
Crangs Counly  Temecola Walley  Silicos Valley  Los Asgeles County
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Jim Ruang, Finance Manager | Auditor

Orange County Fire Authority
Page 2

QCFA Management’s
Response:

Obsgrvation 22

Evaluation:

QCFA Management's
Rasponse:

Observation 3t

We agree with the auditor's recommendation to better define the
differences between service and consultant contracts. As staff prepares
the ravision fo the purchasing ordinance, consideration will also be given
In seting the same approval limits for both consulling and service
confracts, This will provide consistency in the policy and eliminate the
incentive to have a consulftant service defined as a sarvice contract to
avoid Board approval.

Buring our cbservations we noted that the Authority utifizes physical
purchase requisitions to initiate the purchasing process, but that these
requisitions do not have a sequential numbering syslem in place 1o track
the outstanding requisitons. Each requisition is recorded by the
Purchasing Department on an excel spreadsheet, b it s manually
recorded, allowing for errors and omissions to be present in the log. We
also noted that the Banner system does have the capabilities to utilize
system generated purchase requisitions but has not been pit into place.

To be effective, requisitions shouid have 2 pre-numbered numerical
sequence attached and they should be recorded and reviewed to verify
there are not missing requisitions. Online requisitions will strengthen the
confrols and monitoring of these documents.

We recommend that the Authority ulilize the Banner system or another
avaiable platiorm for purchase requisitions and if possible, online
approval queues to rack the requisiions. We also racommend that
requisitions be assigned a preprinted number 10 facifitate the tracking of
aach document.

Staff agrees with the auditor’s recommendations that it would be best to
utilize the Banner system for requisitions. The cument requisition is a
Word document avallable on SharePoirt.  However, at this fime, there
are financial and agency-wide access hmitations in utiizing the
requisitioning system avallable in Banner; therefore Purchasing staflf will
research of crealing an onfine purchasing requisition system utilizing

During our observations we noted thet the Authority maintains a
purchase requisition log that is only used by the Purchasing Department
to track requisitions that make it to the Purchasing Department for
approval. This does not capture requisitions that have been misplaced
or misused. The requisition log is updated to include the purchase order
numbers and other uselul information but it Is not reviewed for accuracy
or complelenass. We selected a sample of 28 purchass orders and
5 blanket purchase orders from the requisition log and noted & purchase
orders were unable to be located with the information listed on the log.
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Jim Ruang, Finance Manager / Audilor

Orange Courdy Firs Authority
Page 3

Evatuation:

Recommerniation:

OCFA Management's
Response

Without pre-numbered sequential purchase requisition there is not a way
to verify the requisition log Is complete. m&gsmmwp&éeb
ermors and omissions and without proper review these emrors and
omissions can go unnoticed.

We recommend that the requisition logs be updated and reviewed on g
monthly basis to ensure each requisttion i monitored and property
accounted for.

We agree with the auditor’s recommendation.  Purchasing stafi will
research the abilty of creating an ondine purchasing requisition system
utilizing SharePoint that will faclilate automated mainlenance of a
fracking log. In the meantime, purchasing staff will continue to utilize the
manual requisition fog and update/review the log regularly.

1. wawmﬁmammmmm&mdmmm

for

and communicating purchases/procurement to gain an

responsible documenting
understanding of responsibilities and processes sumounding the documentation and reporting of
purchasesi/procurements.

Observation 1:

Evaluation:

We noted there were cases In which purchase orders were issued
change orders because the original purchase order was not approved for
the proper emount of expenditures and the approved amount needed to
be increased. Accordng fo the Authoily's Standard Operating
Procedures for Purchasing, standard acquisitions over $10,000 require
three informal bids. In some cases, change orders are issued for termns
that originally had not exceeded the $10,000 threshokd, so the proper bid
requirements wers not performed. While we noled no
exceptions, there is a risk that when change orders aro issued in these
cases the Authority could be overriding Intemal controls established and
may not be in compliance with its policy. :

Prior fo submitling requisitions, Departments should be performing en
analysis with available information relating o the desired purchase to
include prior year expenditures, cument year budget and current year
peojections.  This research should be attached to the requisition so that
the Purchasing Department can verify proper research has been

We recommend research and support for the amounts &isted on
purchase requisitions be altached 1o aliow the Purchasing Department o
have a more dlear understanding of the reason for the purchase and the
amount necessary to accomplish the desired tasks. This procedure
should encompass all purchase requisitions for regular purchase orders,
blanket purchase orders, consullant service contracts, and public works
contracts.
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Jim Ruane, Financa Manager / Auditor

Orange County Fire Authonty
Page 4

OCFA Managemsent's
Response:

Observation Z

Evaluation:

Recommendation:

OCFA Management's
Rosponse:

Observation 3:

Managerment agrees with the auditor’s recommendation. To address
these concems, purchasing and accounting will be providing purchasing
and finance training to the departments in the current fiscal year in an
sffort to educate them on processes.

We noted that the Authority utilizes “sole source” vendors for items that
mmmm@aﬁwmmawwﬁwaﬁmmm
been efiminated for proper business reasons. Under the Authority’s
mmmmmmmwﬁmmwmmmﬁam
mmwwmw@w*mxmmm
the purchase order. Under Observation 3 related 10 Initiating and
M{W}memwwmamﬁ
purchase orders, Of this sample, three purchase orders listed had
Wmmmmmwmmmﬁ&m
threshold. The documentation appeared to be incomplete because there
was no documentation attached to the purchase order.

mmmm&wamwammm
vendors and various approval levels and limits. Based on the
documentation provided for each individual purchase order, it is difficult
to determine if the approval limits have been followed.

%mmmmmemmawemmm
mmmmmmmmawwmw These forms
MQmmmmwwmpwmmm
zmwmmwmrmcnmwaxmcmm
approvals when necassary.

We agree with the auditor's recommendation. Purchasing staff is
mﬁy%&gmﬁwmﬁm&smmfmﬁmwﬁmw
standardize the requests for sole source purchases. Implementation of
MW@M&WM&M&MWW‘

We noted that the Authority ulilizes “Cooperative Agreemaenis® in which
Wm‘m&&'mmmmmm
between larger Agencies and various companies. The
wm?mm@mmmm?,ﬁm?m
mmwﬁmwmmamwmma&ﬁm
W&mmw&kﬁm@mwmm@%%wmﬁ
services, supplies, and equipment utilizing purchasing agreements
mwmwwumy,smwmmmﬂ This is the only
documentation listed for Cooperative Agreements.
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Jim Ruane, Finance Manager / Auditor

Orange County Fire Authority
Page b

Evaluation:

Recommendation:

OCFA Management's
Rasponse:
Observation 4

Evaluation:

Recommendation:

OCFA Management’s
Response:

Socumentation of the research that is done related to these cooperative
agreements to justify the use of these agreements.

We recommend that the Authority establish writien policies and

m&wmmwwdswmmezwmma
mew&,mwm.mmmmm
to fallow.

wﬂwww&zﬁmmmen&tmww@m@m@e
amma@mgssmm&mmmmm,

MWWPMW&WWMMW
amasmgamaaddressedaspeciﬁcaﬁyanﬁmasmchdM%is

necessary.

The Model mmmmamwemmmmm
mm‘wa.mmmmﬁmmmmm

Wewmmmmmmmamdmm
Pmmm!%&%@&em%ﬁsrmijmm
mmem@mmmﬁmmmmmmm’s
Standard Operating Procedures.

We agree with the auditor’s recommendation. Staff has a copy of the
mmmmmmmmmmmamz
Procurement Code based Ordinance. Once the ordinance has been
W&é,ﬁws&mﬁaﬁmm%b&upﬂmbmm

WMawmmsMMMzmé rements and
review.
Observation 1 &umgwammmmwmww@mmmm

@mmmk%mm&wgmmkmwmmg
a standard purchase order. These transactions are refered to as “direct
pay’ purchases. Ordinance Number 007, Section 7 states that
*p«awsesamm,wm,mwmmwmw
mewﬁn&ymmamﬁgm}m@s
the amount is less than $10,0007 There is genera! confusion throughout
mmmmmmmmasmmammwmgms
is not clearly identified.
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Jim Ruane, Finance %aﬁagsr} Auditor

Crange County Fira Authority
Page 6
Evaluation:

Recommuendation:

OCFA Managoment's
Rasponsa:

Observation 2:
Evaluation;

Racommandation:

OCFA Manageomont's
Responss:

Compliance and Monftoring

Thers is confusion about responsibilities and consistent treatment across
Depariments regarding direct pay purchases.

Wae recommend that the Authorily evaluate this saction of the Ordinance
and communicate to all Departments the expectations and procedures
involved with these direct pay transaciions,

Management agrees with the suditor's recommendation.  This concern
will be addressed in the revisad purchasing ordinance and will be better
defined. The bidding procedures will be included in the purchasing and
finance training that will be offorad to the departments.

Plesse refer fo Observation 1 in this section, above,

The Authority does not have procedures discussed in detall for direct pay
transactions in the standard operaling procedures. Individual and
Departmental responsibilities should be documented as well as indicate
a clsar description of how these transactions should be handled.

We recommend that the Authority include direct pay transaction
procedures in the standard operating procedures document.

We agres with the auditor’s recommsndation,  Management is looking
for ways o minimize the use of direct payments through the ulilization of
established blanket order contracts. Additional attention will be given lo
the use of direct payment transactions in the purchasing ondinance
revision. In addifion, direct payment procedures will be covered in the
purchasing fraining.

1. We obtained copies of policies and procedures and conducted interviews of personnel

responsibilities and processes’ surrounding the procedures used to verfy the Authorily is in
compliance with laws and regulations.

Obsarvation 1:

Evaluation:

We noled there were instances in which members of the communily or
vendors that did not get the award for bids would complain and demand
evidence from the Authority justifying certain decisions. 1t is important
that the documentation maintained by the Authorily support decisions
made by management and the Board of Direclors In sach situation.

Each request for proposal that goes out fo public bid has & section that
deals with objections and disputes, but there is nothing in the Standard
Oparating Procedures thet discusses these ems.



peoe
ooe
oe

SOLIHS PR A L huuiini)

BB LI, PO
whmuee, proser L Souchier
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Orange County Fire Authority
Page 7

Recommendation:

OCFA Management's
Response:

Qbsarvation 2:

Evatuation:

OCFA Management's
Response:

We recommend that the Authority include the section of the request for
proposals that discusses objections and disputes and include addiional
information that details out how to properly document these objections
and dispules, and the procedurss the Authorily needs lo take,

Management agrees with the recommendation and will include a protest
procadure in the revision of the purchasing ordinance.

During our observations we noted that the curment procedures in placs
make it difficult for the Authority to propery monitor existing contracts
and when they expire.

Many of the contracts the Authority enters into are for over $10,000,
which would require the Authority to solicit for bids. The Request for
Proposal process can be lengthy and proper timing and planning is
essential in order to monlior contracts as they expire. The current
sysiem in place used to monitor blanket orders end Executive Committee
approval is inefficient and needs {0 be updaled.

We recommend that the Authority revise the current procedures in place
to faciltate timely and proper monitoring of contracls as they expire.
There are also various programs or sofiware available to the Authority
that will track and monitor contracts and projects, and when the contracts
will expire.

We agree with the auditor’s recommendation. Purchasing staff has
prepared an excel list of all the blanket orders and the years remaining
on the contract and will be belter able 1o issue the solicitations in a timely
manner. In addition, staff is gathering information on software programs
avaliable for conlract management in an effort fo move away from 8
manyal system. Stell wil meke @ recommendation to management
based on the findings.

1. We performed additiona! procedures with respect to blanket orders for Bright Way Building
Maintenance, Harbor Pointe AJC, and ol vendors with mulliple blenket issued since

January 2011,
Observation:

See Attachment A to this report.
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Page 8

We were not angaged to, and did not; conduct an audlt, the objective of which would be the expression of
an opinion on the intemal controls of Orange County Fire Authority related o Purchasing/Procurement.
Accordingly, we do not axpress such an opinion. Had we performed auditional procedures, other matters
might have coma 1o our attention that would have been reported fo you.

Tris report is intendad sclely for the information and use of the Orange County Fire Authority and is not
irfended to be, and should not be, used by anyons other than the specified party.

féuﬁ'/w%«?%"

Brea, Califomia
September 17, 2013



Attachment A

ORANGE COUNTY FIRE AUTHORITY
independent Accountant's Report on Applying Agreed-
Upon Procedures on Procurement Contracts for Blanket
Purchase Orders

September 17, 2013
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INDEPENDENT ACCOUNTANTS' REPORT
ON APPLYING AGREED-UPON PROCEDURES

Jim Ruane, Finance Manager / Auditor
Orange County Fire Authority
rvine, Califormia

We have performed the procedures enumerated in the sections below, which were agreed o by the
Orange County Fire Authority (the Authority), solely o assist you with respect 1o the procurement
contracts for blanket purchase orders. The agreed-upon period in which was examined covered the
contract period related to blanket order 1158 and 1201 for Harbor Pointe A/C and Controls and blanket
order 1095 for Bright Way Building Maintenance, as well as all vendors with multiple blanket orders
issued since January 2011. The Authorily’s management is responsible for the policies and procedures
related to Purchasing/Procurement. This agreed-upon procedures engagement was conducted in

Blanket Orders
Bright Way Building Maintenance

1. We obtained copies of policies and procedures and conducted interviews of personnel
responsible for initisting, authorizing, and monitoring purchases/procurement. We obtained and
g;%in?«mwmﬁwmw%mmmammmwwm

renance.

Observation: We noted that the contract between the Authority and Bright Way
Building Maintenance was for the pariod of 05/01/08 through 04/30/09,
with the option of four one-year renewals through 4/30/13 for Janitorial
Wamwﬁmomm&wmcwmm;
This contract was approved by the Executive Commifles on
April 24, 2008, The Authority exercised each of these renewals, and the
contract oxpired on 4/30M3 withowt a new contract In ploce. The
Authority continued o roceive services from Bright Way Building
Maintenance after the expiration of the contract. On May 23, 2013, the
Authority submitted a request fo the Executive Commitlee fo “approve
and authorize the Purchasing Manager o extend the blanket order
contract terms on a monith-Io-month basis not-lo-exceed six months
mmdaﬂww%mwm*mw

Evaluation: The procedures currently in place at the Authority make It difficult on the
Purchasing stafl to propery monitor contracts as they expire. This
allows situations to arise where the Authority doesnt have time to
propedy complete the Request for Proposal process and to adapt

Lance, Soft & Lunghard, LLP 203 Norih Bres Souleverd = Suite 203 + Bres, CA 92821 - YEL 714.672.0022 - Fax 7146720001 wwn isicpas.com
Crangs Counly  Temsewls Valley  Silicsn Valley  Lug Angsies Caunly
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Jim Ruane, Finance Manager / Auditor

Orange County Fire Authority
Page 2

Recommendation:

OCFA Managoment's
Response:

contracls to it the immediale needs. As g result of the ineffective
moniloring procedures over contracts, the sgreement to extend the
contract with Bright Way Building Maintenance was not solicited for bids.
The Authofity also received services for a period of time without an
approved agreement in place.

We recommend that the Authority revise the cumrent procedures in place
to facilitate timely and proper monitoring of contracts as they expire.
Many of the contracts require the Authority to submit request for
proposals, which can be a rather lengthy process. There are also
different software programs the Authority can purchase that will track and
monitor confracts and projects, and when the contracts will expire.

Purchasing staff has prepared an excel list of afl the blanket orders and
the yoars remaining on the contract.  Past practice was to notify the
department the month the contract expired. This did nol provide
sufficient ime to issue a bid and award a contract prior 10 contract
expiration. With the information from the new excel report; purchasing
staff will be more proactive in working with the departments o get the
solicitations issued prior 10 contract expiration. In additon, staff is
gathering information on software programs available for contract
management in an effort to move away from a manual system. Staff wili
makea a recommendation based on the findings.

2. We%m%daﬁm%am@w&snﬂw@m&mm&mm;
responsible for initiating, authorizing, and monitoring purchases/procurement. We oblained and
mmmmmmwmmw&mmmpmmm

Controls.
Observation 1:

We noted that the contract between the Authority and Harbor Pointe A/C
and Controls was originally for the period of 11/01/08 through 10/31/08,
with the option of two one-year renewals through 10/31/11 for HVAC
Maintenance at the RFOTC. The contract was awarded after an RFP
was issued.  This contract was nol approved by the Executive
Commitiee beceuse the contract was considered s service contract and
Authority management may approve the contract up to $100,000 per
year. This coniract received blanket order number 1158.

On March 27, 2009, the Authority entored into 2 second contract with
Harbor Pointe AJC and Controls for HVAC Maintenance for the Fie
Stations for the period of 4/1/09 theough 3/31710, with the option of four
one year renewals through 33114, This contract was also awarded
after a1 RFP was issued.  This contract was not approved by the
Executive Committes because the confract was considered a service
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Jim Ruane, Finance Manager / Auditor

Orange County Fire Authority

Page 3

Evaluation:

RFOTC

contract and Authority management may approve the contract up to
$100,000 par year, This contract received blanket order number 1201

On January 24, 2013, the Executive Committee approved the
combination of the contracts and extensions through October 31, 2015
The Contract Duration Policy approved by the Board of Director’s on
November 15, 2007 provides Authority Management the ability to extend
the contract for circumstances warranting longer periods of coverage for
m%wmm of service. Blanket order number 1158 was discontinued
at 2

The contract extension through October 31, 2015, should have only been
extended through March 31, 2014. Both of these blanket orders wera for
service contracis accomplishing the same purpose at different locations
throughout the Authority. The Authosity’s Purchasing poficies do not
define whether the annual are combined for similar projects
with the same vendor. The total lifetime expenditures were as follows:

j 1201

11/01/08-10/31/09
11/01/09- 10731110
H0110-103111
1HO11-1013112
1101201131113

Toltals

Recommendation:

04/01/08-0331/10 £92,670.57
04/01/10-03/31111 §75,537.65
04/01711-033112 $69,979.38
04/01/12-:033113 $244,784.45

$53,024.11
$82,685.70
$88,024.77
$59.964 .85
$14,724.45

$298,423.88

i is noted from this summary that neither of individual contracls
exceeded the $100,000 annual threshold requiring Executive Commiltee
approval until the period of 040112 through 0313113 Once the
threshold was met, the Authorty took the confract to the Executive
Committee, as documented in Observation 1, above. The Authorilty
extended the confract with Harbor Pointe AXC and Controls at RFOTC
once blanket order #1158 hed expired as of October 31, 2011, by
combining the services into blanket order #1201,

We recommend that the Authority re-submit a request for proposal to
solicit public bids for HVAC Maintenance confracts for both the RFOTC
and the Fire Stations.  This s because the current term for the RFOTC
contract has expired and was combined with the Firs Station contract
without being re-submitied for proposal.

The current policies do not specify whether the Authority can
submit two separate bids for the RFOTC and the Fire Stations separately
avon H It is for the same sefvice and with the same vendor. We
rmmmmmmmmmmmmm
also discuss dollar thresholds for approval.

Totals $482,972.05
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Orange County Fire Authority
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OCFA Managemant's
Response:

Obsarvation 2:

Recommendation:

OCFA Management's
Response:

While managemert agrees with the Auditor's recommendation, it should
be noted that there were two separate formal solicitations which allowed
for separate vendors to compete for the individual contract awards. As a
result of the separate solicitations, both contracls were awarded to
Harbor Pointe. The intent of combining the contracts and submitting this
o the Executive Commitiee for approval was done in an effort to be
transparent and was not 10 avoid a formal process. Purchasing staff
infends to send out a new solicitation for these services and has only
extended the contract through March 31, 2014,

During our cbservations we noted that the contracts between the
Authority and Harbor Fointe A/C and Control contained numerous
change orders each year.

According 1o the Roles/Responsibilities/Authorifies for OCFA Section of
the Policy and Guidelines contained in the Budget Book on page 101,
Authority management has the authorization to “approve change
order/modifications up to 15%, but not to exceed a total value of
$50,0007. Each year for both contracts, the Authority management
approved change orders in excess of 15%. However, individual change
orders did not exceed $50,000, but in total the change orders have
ammmm%mmmzomm&

Despite the change orders, the individual expenditures related to each
confract never exceeded the $100,000 annual Wreshold for service
contracts as documented in the Evaluation to Observation 1 sbove unti
the period of 04/01/12 through 03/31/13, in which the Authority submitted
the contract for Executive Committes Approval.

The current polides in place regarding change orders and Executive
Committee approval, as written, do not appear 10 be foliowed in this
m‘ w{ ;».

We recommend that the Authority darify the current policies in place for
change orders and the approval process for the different type of
purchases, as it presently appears to be unclear.

Management agrees with the auditor's assessment.  To address these
concems, purchasing and finance staff are planning to provide training to
m&mmmﬁﬁaneﬁmmmgmﬁw&m%m
process and adhering to the OCFA Roles/Responsibilities
Authorities matnix.. In addition, megébem&%ifzgw
revigion to the purchasing ordinance.
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Page 5

3. We obtained a schedule of alt blanket purchase orders issued by the Authority from the period of
January 1, 2011 through May 8, 2013. We evaluated all blanket orders and judgmentally
selected all tams that contained the following criteria:

One Vendor

Multiple Blanket Orders (ssued

Kame Contract Pariod

Wa have included a schedule of all blanket orders inspected as a result of our sample as Exhibit
A, attached to this report.

Observation:

The Authority has issuad 841 blanket orders from the starl of 2011, Asa
rasult of our selections, 234 separate blanket orders were identified as
higher risk items, or those meeting the above criteria. We physically
inspected each blanket order listed in Exhibit A, and noted the following
excepions:

Randstad North America blanket order #112-6 was originally approved to
expire on 5/31/13, but a current RFP and contract was not available at
the expiration of the contract, so the Authority submitted 8 6 month
exension o the Executive Commiftes on May 23, 2013, through
November 30, 2013. This situation is similar to the one documented
under the Brightway Building Maintenance blanket orders documented in
section 1 of this report.

Trucparco blanket order #1102-4 was originally approved to expire on
4/30/13, but a curent RFP and contract was not available at the
expiration of the contract, so the Authority exended the confract
2 morths. This exiension did not need Executive Committee approval
because it was under the $100,000 annual threshold This situation is
similar to the one documented under the Brightway Building
Maintenance blanket orders documented in section 1 of this report.

Verizon Wireless blanket order 10852 and 1341 had two issues noled.
The first issue was that the date of the last annual change order did not
match the dates of the original bianket order. The second issue noled
was that the last two change orders were issued for higher amournts than
what the Executive Commitiee approved.
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Evaluation:

Recommendation:

OCFA Management's
Response:

The evaluation in Section 1 of this Report is sufficient to address the
issues related to Randstad North America blankst order #1122-6 and
Trucparco blanket order #1102-4.

The intemal controls over the recording and processing of blanket orders
need to be improved through the use of technology and segregation of
dutios. Adequale sagregation of duties among the tasks of initiating,
approving, recording, and feviewing blanket orders will sirengthen
controls. Computer and program confrols implemented can provide data
enfry controls, edit checks, exceplion reports, access controls, and
reviews of input or output data.

Based on the additional analysis of all blanket orders, the
recommMendations made in Saction 1 and 2 of this Report, related to
monitoring expiring contracts and clarifying policy on handling multiple
agreements with same vendor, have not changed. We recommend that
the infemal controls over the initiating, recording, and review of blanket
orders be strengthened so that the terms approved by the Executive
Committee (duration and amount] be the same as the actual blanket

Management agrees with the recommendation to strengthen internal
controls. We understand from the audit thet the three blanket orders
discussed above represert only 1.5% of the 234 blankel orders
reviewed, and actions are underway 10 address thess findings. Part of
the reason for the audit finding on thess three blanket orders are the
existing manual system, fimited procurement staffing levels and the need
o provide additional training 10 the depariments. The solicitation was
issued for Information Technology staffing (Randstad); proposals have
been received and arc curmmently being evaluated with anticipated
recommendation for award 8t the October Executive Committes. The
autc parts contract (Truckparco) was bid and multiple contract awards
were made

We were not engaged to, and did not; conduct an audd, the objective of which would be the expression of
an opinion on the procurement condracts of the Orange County Fire Authority for blanket order 1158 and
4201 for Harbor Pointe A/C and Controls, and blanket order 1085 for Bright Way Building Maintenance,
as weoll as all vendors with multiple blanks! orders issued since January 2011, And accordingly, we do
not express such an opinkon, Had we performed additional procedures, other matters might have come
o our attantion that would have been reported o you.

This report is intended solely for the information and use of the Orange County Fire Authority and is not
intended to be, and should not be, used by anyone other then the specified party.

fﬁ,ﬁzwww

Brez, Calforia
September 17, 2013
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